Best Practices Guide for Deploying Public Key
Infrastructure

Networking Council

Public Key Infrastructure (PKI) is a critical component of modern network
security. It provides the foundation for secure communications,
authentication, and data integrity. Deploying and managing PKI can be
complex, but following best practices can help ensure the security and
integrity of your network infrastructure.
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This guide provides comprehensive best practices for deploying and
managing PKI, covering all aspects of the PKI lifecycle, from planning and
design to implementation and maintenance.

Planning and Design

The first step in deploying PKI is to plan and design your PKI infrastructure.
This includes defining your PKI requirements, choosing a PKI vendor, and
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designing your PKI topology.

PKI Requirements
Your PKI requirements will vary depending on the size and complexity of
your network. However, some common PKI requirements include:

= Secure communications

= Authentication

= Data integrity

= Non-repudiation

PKI Vendor
There are many different PKI vendors available. When choosing a PKI
vendor, it is important to consider the following factors:

= Vendor reputation

= Product features

=  Support

= Cost

PKI Topology

The PKI topology defines the physical and logical layout of your PKI
infrastructure. There are many different PKI topologies available, and the
best topology for your organization will depend on your specific
requirements.



Implementation

Once you have planned and designed your PKI infrastructure, you can
begin the implementation process. This includes installing the PKI software,
creating the PKI hierarchy, and issuing certificates.

PKI Software

The PKI software is the software that manages the PKI infrastructure. The
PKI software will typically include the following components:

= Certificate authority (CA)

= Registration authority (RA)

= Certificate store

PKI Hierarchy

The PKI hierarchy defines the relationships between the different
components of the PKI infrastructure. The PKI hierarchy typically includes
the following levels:

= Root CA

= Intermediate CAs

= End-entity certificates

Issuing Certificates

Once you have created the PKI hierarchy, you can begin issuing
certificates. Certificates are digital documents that bind a public key to a
specific entity, such as a user, device, or application.



Maintenance

Once your PKI infrastructure is deployed, it is important to maintain it
regularly. This includes updating the PKI software, renewing certificates,
and revoking compromised certificates.

Updating the PKI Software

The PKI software should be updated regularly to ensure that it is secure
and up-to-date. Software updates typically include security patches and
new features.

Renewing Certificates

Certificates have a limited lifespan. Certificates should be renewed before
they expire to ensure that they remain valid.

Revoking Compromised Certificates

If a certificate is compromised, it should be revoked immediately. Revoking
a certificate prevents it from being used for malicious purposes.

Deploying and managing PKI can be complex, but following best practices
can help ensure the security and integrity of your network infrastructure.
This guide provides comprehensive best practices for deploying and
managing PKI, covering all aspects of the PKI lifecycle.

By following these best practices, you can ensure that your PKI
infrastructure is secure and reliable.
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